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一些非法用户利用 WEB 服务器漏洞和 ASP 脚本漏洞来对服务器进行攻击，SQL 注
入是其中常用的一种方法，这对数据安全造成了极大的威胁。所以，为了很好的
保护数据安全，降低网络风险，设计与开发了一个 WEB 网站 SQL 注入攻击检测系











































With the popularization of computer and the rapid development of Internet 
technology, the information age is coming quickly. The network has become an 
indispensable part of people's lives.With an extensive application of network many 
enterprises have set up their own website and network application. Some important 
data transmit through the network. The mode of transmission brings convenience and 
efficiency to people, but at the same time, it hides serious security risks. Most of these 
network applications use the architecture of B/S under the architecture the user 
through the webpage interacts with the server. The model makes some illegal users 
use web server vulnerability and ASP script vulnerability to attack the server. SQL 
injection is one of the commonly used methods. It’s a serious risk to data security. 
Therefore, in order to better protect data security and reduce the network risk, I design 
and develop a SQL injection attack detection system. The system can automatic scan 
and detect web site. It can find the existing risks of suffering from SQL injection 
attacks and provide analysis report for computer manager. Developers can improve 
applications security according to those risks. So work efficiency will be enhanced 
and network accident risks will be reduced. It ensures data security. 
Firstly the dissertation introduces the system development background, research 
purpose and meaning. It puts forward the goal of system and the system framework. 
Furthermore the dissertation introduces the key technologies used in the project 
development. Thirdly the dissertation analysis the system demand on the user role 
classification and system function. Then, the dissertation introduces the general 
design and modular design. The module is comprised of login module, automatic 
injection module, manual injection module, user management module and view report 
module. The paper introduces the detailed design and implementation of the system. It 
gives the system key code of realization and interface. The system designs and 
develops based on  J2EE technology ,SQLServer database and crawl technology. 
































第一章 绪论 .............................................................................................. 1 
1.1 研究背景及意义 .............................................................................................. 1 
1.2 国内外研究现状 .............................................................................................. 2 
1.2.1 国内研究现状 ........................................... 3 
1.2.2 国外研究现状 ........................................... 5 
1.3 主要研究内容 .................................................................................................. 6 
1.4 论文章节安排 .................................................................................................. 7 
第二章 系统相关理论及关键技术 .......................................................... 8 
2.1 SQL 注入攻击与防御技术 .............................................................................. 8 
2.1.1 SQL 注入攻击原理及特点 ................................. 8 
2.1.2 SQL 注入攻击途径 ....................................... 9 
2.1.3 SQL 注入攻击动机 ...................................... 10 
2.1.4 SQL 注入攻击的步骤 .................................... 11 
2.1.5 SQL 注入攻击类型 ...................................... 13 
2.2 网络爬虫技术 ................................................................................................ 14 
2.2.1 网络爬虫分类 .......................................... 15 
2.2.2 网络爬虫爬行策略 ...................................... 16 
2.2.3 改进网络爬虫 .......................................... 16 
2.3 本章小结 ....................................................................................................... 17 
第三章 系统需求分析 ............................................................................ 18 
3.1 系统需求分析 ................................................................................................ 18 
3.1.1 用户角色需求 .......................................... 18 
3.1.2 系统功能需求 .......................................... 20 
3.1.3 非功能性需求 .......................................... 21 
3.2 系统用例 ....................................................................................................... 22 















第四章 系统总体设计 ............................................................................ 25 
4.1 系统设计目标 ................................................................................................ 25 
4.2 系统功能结构及层次 .................................................................................... 26 
4.3 系统流程设计 ................................................................................................ 29 
4.3.1 系统总体流程 .......................................... 30 
4.3.2 自动注入流程 .......................................... 30 
4.3.3 手动注入流程 .......................................... 32 
4.4 数据库设计 .................................................................................................... 32 
4.4.1 概念模型设计 .......................................... 32 
4.4.2 数据库物理设计 ........................................ 33 
4.5 本章小结 ......................................................................................................... 35 
第五章 系统详细设计 ............................................................................ 36 
5.1 登录模块 ........................................................................................................ 36 
5.2 爬虫模块 ........................................................................................................ 37 
5.2.1 获取 URL 种子集 ........................................ 38 
5.2.2 下载网页内容 ......................................... 40 
5.2.3 抓取链接 ............................................. 40 
5.2.4 保存 URL 数据 ......................................... 42 
5.3 自动注入模块 ................................................................................................ 43 
5.3.1 探明注入点 ............................................ 44 
5.3.2 获取数据库类型 ........................................ 45 
5.3.3 获取数据库名 ......................................... 46 
5.3.4 获取用户名 ........................................... 46 
5.3.5 获取表名 .............................................. 47 
5.3.6 获取字段名 ............................................ 50 
5.3.7 获取表内记录数 ....................................... 53 
5.3.8 判断是否支持多句查询 .................................. 54 
5.3.9 判断扩展存储过程能够执行 .............................. 54 















5.4 手动注入模块 ............................................................................................... 57 
5.5 查看分析报告模块 ....................................................................................... 57 
5.6 用户管理模块 ............................................................................................... 58 
5.6.1 用户增删改 ............................................ 58 
5.6.2 角色权限管理 .......................................... 59 
5.7 本章小结 ....................................................................................................... 59 
第六章 系统实现 .................................................................................... 60 
6.1 系统开发环境 ................................................................................................ 60 
6.2 系统功能实现 ............................................................................................... 60 
6.2.1 登录界面 .............................................. 60 
6.2.2 手动注入界面 .......................................... 61 
6.2.3 自动注入界面 .......................................... 61 
6.2.4 查看分析报告界面 ...................................... 62 
6.2.5 用户管理界面 .......................................... 63 
6.3 本章小结 ........................................................................................................ 64 
第七章 系统测试 .................................................................................... 65 
7.1 测试目的 ........................................................................................................ 65 
7.2 测试环境 ........................................................................................................ 65 
7.3 功能测试 ........................................................................................................ 65 
7.4 测试分析 ........................................................................................................ 68 
7.5 本章小结 ........................................................................................................ 68 
第八章 总结与展望 ................................................................................ 70 
8.1 总结 ................................................................................................................ 70 
8.2 展望 ............................................................................................................... 71 
参考文献 ................................................................................................... 72 


























   IX
Contents 
Chapter 1 Introduction ............................................................................. 1 
1.1 Background and Significance of System Development ..............................1 
1.2 Domestic And Foreign Reserch Profile ........................................................2 
1.2.1 Domestic Reserch Profile ................................... 3 
1.2.2 Foreign Reserch Profile .................................... 5 
1.3 Main Research Contents  .............................................................................6 
1.4 Framework of Paper ......................................................................................7 
Chapter 2 System Theory and Related Technologies ............................ 8 
2.1 SQL Injection Attacks and Defense Technologies .........................................8 
2.1.1  SQL Injection Attacks Principle and Characteristic .............. 8 
2.1.2  Way of SQL Injection Attacks .............................. 9 
2.1.3  Purpose of SQL Injection Attacks ........................... 10 
2.1.4 Steps of SQL Injection Attacks ............................ 11 
2.1.5 Types of SQL Injection Attacks ............................ 13 
2.2 Web Crawler Technology ..............................................................................15 
2.2.1 Type of Web Crawler .................................... 15 
2.2.2 Crawling Strategy of Web Crawler ......................... 16 
2.2.3 Imporved Web Crawler .................................. 16 
2.3 Summary .......................................................................................................18 
Chapter 3 System Requirements Analysis ............................................ 19 
3.1 System Requirements Analysis .....................................................................19 
3.1.1  User Roles Requirements ................................. 19 
3.1.2 System Funcion Requirements  ............................ 21 
3.1.3 System Non-Functional Requirements  .............................................22 
3.2 System UseCase Diagram  ..........................................................................24 
3.3 Summary .......................................................................................................26 















4.1 Goal of System Design .................................................................................27 
4.2 Architecture of System ................................................................................28 
4.3 Process Design of System .............................................................................32 
4.2.1 General Process of System ................................ 32 
4.2.2 Process of Automatic Injection ............................. 33 
4.2.3 Porcess of Manual Injection  .............................. 35 
4.4 Database Design ...........................................................................................35 
4.3.1 Model Design .......................................... 35 
4.3.2 Database Physical Design ................................ 36 
4.5 Summary .......................................................................................................38 
Chapter 5 System Detailed Design ........................................................ 39 
5.1 Login Module ...............................................................................................39 
5.2 Crawler Module ...........................................................................................40 
5.2.1 Get URL Set  .......................................... 41 
5.2.2 Download Web Page Contents ............................. 43 
5.2.3 Crawl URL ............................................ 43 
5.2.4 Save URL Data ......................................... 45 
5.3 Automatic Injection Module .......................................................................46 
5.3.1 Check Injection Point .................................... 47 
5.3.2 Get Type of Database .................................... 48 
5.3.3 Get Database Name ..................................... 49 
5.3.4 Get User Name ......................................... 50 
5.3.5 Get Tables Name ....................................... 51 
5.3.6 Get Columns Name ..................................... 54 
5.3.7 Get Count of Records .................................... 57 
5.3.8 Multiple Query Judge .................................... 58 
5.3.9 Extended Stored Procedure Judge .......................... 58 
5.3.10 Safety Evaluation ....................................... 59 













Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
